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Introduction 
 
FaceProtect facial recognition software at Milton Keynes involves real-time 
biometric matching of individuals entering the casino against a watchlist of self-
excluded individuals. The system is designed to support safeguarding obligations 
under UK gambling regulations and to reduce the risk of relapse, financial harm, and 
emotional distress. Under UK Data Protection Legislation, biometric data is 
classified as special category data.  

Gambling disorder was officially recognised as a behavioral addiction by the World 
Health Organization (WHO) in the International Classification of Diseases, 11th 
Revision (ICD-11), published in 2018. In the UK, the NHS recognises gambling 
disorder as a mental health condition, and specialist treatment services are 
available.  Gambling disorder, by its very nature, can render an individual 
vulnerable. Self-excluders personal data is therefore recognised as health data 
and is classified as special category data. 

  

The lawful bases for processing self-exclusion data using facial recognition 

The processing of biometric and health data by Boomerang Digital and Merkur for 
self-excluded individuals is justified under UK GDPR Articles 6.1.f (Legitimate 
Interests) and 9.2.g (Substantial Public Interest) and DPA Schedule 1 (paras 18, and 
19). Merkur can also rely on their legal obligation (Art 6.1.c) under the Licence 
Conditions and Code of Practice (LCCP).  

[NB. No lawful basis exists for processing biometric data of non-registered 
individuals beyond real-time comparison and immediate deletion. Any processing 
must be highly context specific, transparent and ensure that there is no provision 
for secondary processing (scope creep).] 
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Data relationships 
 
The data relationship between Merkur and Boomerang Digital with respect to the 
processing of self-exclusion data is already established as that of joint controllers 
with each party’s respective responsibilities defined in the existing Boomerang 
Digital customer agreement.   
 
The relationship between Merkur and Boomerang Digital for the processing of self-
exclusion data using facial recognition technology is that of independent 
controllers. A data sharing agreement between the parties will be executed in which 
Boomerang Digital will be responsible for the processing using facial recognition 
technology.  
 


